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Help

Every worksheet has at least one online help file link to guide you through the
toolkit.



Additional resources

* Your toolkit has online help for every worksheet

* Each worksheet has “call outs” to guide you

* The toolkit has been designed to work with the separately sold book
"Effective Application of Software Failure Modes Effects Analysis"



http://link.quanterion.net/email/?id=Q23344&url=00087

Installation

* The toolkit installation is illustrated in the below video
http://www.softrel.com/images/installation.mp4



http://www.softrel.com/images/installation.mp4

Step 1. Get started

The toolkit is a macro enabled spreadsheet

You must have macros enabled in Microsoft Excel© to use the toolkit



Opening the toolkit

* Prior to launching the software reliability toolkit you must
* Have a recent version of Microsoft Excel

* Make sure that the zip file is unzipped to c:/SWFT folder (note the files that should be extracted in the
below figure)

* Enable macros in Microsoft Excel
e Activate the license

* Then launch the toolkit by simply selecting the macro enabled file and opening it with
Microsoft Excel
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Copying the toolkit

* The “Save As” is not an allowed feature for the toolkit so to create multiple SFMEAs

from template use the File Manager to copy and paste.

* You can make as many templates as you like as long as they remain in the SWFT folder.
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Copyright
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1 | Copyright, SoftRel, LLC 2014

Version 5.
The failure mode and root cause lists in this spreadsheet are copyprotected.

You have received a single user license to this worksheet.
You may use the failure mode and root cause listing contained in the SW Failure Modes worksheet for the purposes of creating 2

software Failure Modes Effects Analysis

You may not extend or transfer the right to use this spreadsheet to any other person

You may not reprint the listing of failure modes or root causes in whole or part.

Specifically you may not include the listing of failure modes and root causes in any presentation or training materials
You may not import any part of the list in any report or document other than as needed to prepare a software FMEA

E S TR L%

Emmwcnm

11 |The unauthorized reproduction or distribution of a copyrighted work is illegal. Criminal copyright infringement, including infringement
12 |without monetary gain, is investigated by the FBI and is punishable by fines and federal imprisonment.
13

12 If you see only this Copyright worksheet, that means you haven't enabled macros.

15

v
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(3 Copyright Cverview of FMEA process Boundary - what can go wrong Viewpoint and artifacts e (F)

READY %

* The toolkit is a single user/computer license.

* Read the Copyright notice

* If you see only the Copyright worksheet when you open the toolkit
then you haven’t enabled the macros.




Overview of the SFMEA

H % L SFMEA Template v5.xlsm - Excel
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This is the process for performing a software FMEA. This toolkit is arranged in the order of this process.

3 Copyright Overview of FMEA process Boundary - what can go wrong Viewpoint and artifacts Ie

* The Overview page summarizes the rest of the toolkit

* Each step of the SFMEA is presented in order from left to right in each of the
toolkit worksheets



Step 2. Prepare the SFMEA

Define the scope and resources and tailor the SFMEA template
These videos illustrate the SFMEA preparation worksheets

http://www.softrel.com/images/preparesfmeal.mp4

http://www.softrel.com/images/preparesfmea2.mp4



http://www.softrel.com/images/preparesfmea1.mp4
http://www.softrel.com/images/preparesfmea2.mp4

Prepare the SFMEA

2.1 Identify boundary

2.2 Identify what can go wrong
2.3 Select viewpoints

2.4 Gather artifacts

2.5 ldentify riskiest functions

2.6 Identify resources

2.7 Set ground rules

2.8 Define likelihood and severity
2.9 Select template and tools



ldentify boundary

1
El H & - SFMEA Template w3.xdsm - Excel ?H - 0O X
m HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER TIe§

| cas - Jx ~1
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1 Step 1. Identify the boundary of the system
2 | The SFMEA can be conducted on a component, element or system of systems
3 |ldentify the system and architectural boundaries of the SFMEA here.

3 Copyright Overview of FMEA process Boundary - what can go wrong . (3

The first step is to decide the boundary of the system under analysis.
Will the boundary be a component of a system, element of a system, system of systems?
Whatever is outside of the boundary identified here will not be analyzed.



|dentify what can go wrong

H & T SFMEA Template v3.xlsm - Bucel
FILE [%JME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER TEAM

E16 - Jx

A B C D E F G H ] K
16 | Step 2. Identify what can go wrong | _I
17 1. The software engineer won't write code that's not specified. So, if something important is not in writing, itcan b
18 2. The software test engineers won't test code that's not specified. So, if something important is not in writing, it cz
14 3. It's possible that the software engineer won't even write code that is specified
20 4. It's possible that the software engineer will write the wrong code to a correct specification
21 5. The software engineer may guess if not given enough information
22 6. It cannot be assumed that all failure modes will be identified via "thorough testing". Unless a specific failure mo
23 7. Identify the top level failure events

24 a. Ifahardware FMEA has been performed, locate it. The element and system level effects for the hardware f:
23 b. Brainstorm what can go wrong at the system, element and component level with regards to the software.

26 t. Research past element and system level effects as well as failure modes and root causes on similar systems.
27 d. Inaddition or alternatively, a system fault tree analysis is quite useful for identifying element and system le

28
An effective SFMEA will ultimately map the software failure modes to many of the below identified events. If the SFP
>g either the SFMEA is a deep SFMEA with regards to a small number of critical functions or the SFMEA hasn't been prepa

30 | Past failure events on similar systems caused by software
31
32

3 Copyright Overview of FMEA process Boundary - what can go wrong Viewpoint and artifacts

READY 2

Scroll down from the boundary section and the “Identify what can go wrong”
section is shown




Some things that can go wrong...

The SFMEA analyst should remember the below when analyzing the failure
modes and effects

1. The software engineer won't write code that's not specified. So, if
something important is not in writing, it can be assumed the code won't
be written to address it.

2. The software test engineers won't test code that's not specified. So, if
something important is not in writing, it can be assumed the test plan
won't test it.

3. It's possible that the software engineer won't even write code that is
specified

4. It's possible that the software engineer will write the wrong code to a
correct specification

5. The software engineer may guess if not given enough information

6. It cannot be assumed that all failure modes will be identified via
"thorough testing". Unless a specific failure mode in a specific use case or
function is explicitly in the test plan, it should be assumed it won't get
tested.



|dentify specifically what can go wrong with
the system under analysis

Identify the top level failure events

a. If ahardware FMEA has been performed, locate it. The element and
system level effects for the hardware failures are often system level effects
for software failures as well.

b. Brainstorm what can go wrong at the system, element and
component level with regards to the software.

c. Research past element and system level effects as well as failure
modes and root causes on similar systems.

d. Inaddition or alternatively, a system fault tree analysis is quite useful
for identifying element and system level effects and failure modes and
root causes

An effective SFMEA will ultimately map the software failure modes to
many of the below identified events. If the SFMEA only maps to a few of
these events then either the SFMEA is a deep SFMEA with regards to a
small number of critical functions or the SFMEA hasn't been prepared as
effectively as it can be.

Use the template to define all of the failure events from a through d



Select viewpoints
xﬂk H IR SFMEA Template v5.xlsm - Excel

HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER TEAM
A3 - fx
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Step 3. Select Viewpoints. These are the viewpoints. Identify which ones are relevant and appropriate for the current phi

Use Cases,
Software

Any new system .

. Eequirements
or any time there|End of e
. Specification
. 15 3 new of software
Functional . (SRS} or
updated set of |requitements
. Systems

requirements or |phase .
Eequirements
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Specification

3 (SyRS)

Anytime there is

complex

hardware and

software

3 Copyright Overview of FMEA process Boundary - what can go wrong Viewpoint and artifacts
Select destination and press ENTER or choose Paste @ m -

Select the “Viewpoint and artifacts” tab. Review each of the viewpoints, when it is relevant, the earliest
that that viewpoint can be analyzed and the artifacts required for that viewpoint. Select the viewpoint(s)
that are most relevant, applicable to the current phase of development and for which you have the
artifacts to support. Generally 1 or 2 viewpoints are selected.



Gather artifacts

» Selecting the viewpoint and gathering the artifacts are performed iteratively
until it is decided which viewpoint is most relevant and applicable.

Tab down and review the recommended and required artifacts for each
viewpoint. Select “Y” or “N” for each artifact. The toolkit will advise you which
viewpoint you have sufficient information to analyze.

1 |Step 4. Gather artifacts - verify selected viewpoint is possible given artifacts

12 | 1. Identify which artifacts will be available for the SFMEA. SelectY for Yes or N for N in the second column.
13 |2. The viewpoints which are feasible given the available artifacts are shown in row 6.
14 |3. For each viewpoint the artifacts that are required, highly recommended and optional artifacts are listed.
H - Highly
15 Key ¥ - Required recommended O - Optional
16 Functional
Artifacts/Viewpoints| Available? System of Use cases Use Case SRS Interface I
system within an
7 element
Yes, the
These viewpoints Mot enough Mot enough Mot enough artifacts are | Mot enough M«
18 are applicable information information information sufficient. information |int
Software H H H Y Y
1% | Heguirements Spec ¥
System requirements A H H H H
20 spec N
System Architecture A H H H H
21 Design N
Interface Control Spec Y H H o Y
3 Copyright Overview of FMEA process Boundary - what can go wrong Viewpoint and artifacts

READY %3 FH L



|dentify riskiest functions

Step 5.0dentify riskiest functions

2 |The use case, interface, detailed, maintenance, vulnerability and usability FMEAs require pruning of scope for an effective SFMEA

3 For the selected viewpoint, identify the risk level of each use case, interface or function name and decide whether it will be in scope based on the final risk level.

4 Use Case Interface
Applicable )
wviewpoints for this Mission Mission :
use case, interface Safety impact Development linterface Interface |Safety impact  Development |In i

= or function Use Case [rating  rating  risk In scope? from To rating  rating risk scope? ||

6 |Unsure Unsure IUI‘I!'-I.II'E- Unsure M Unsure |Unfsure IUI‘I!.I.IF'E- M

7 Unsure |Unsure [Unsure N Unsure |Unsure |Unsure N
Fundtional system of 5y

& | Functional Use Case Unsure |Unsure |Unsure N Unsure |Unsure |Unsure N

g .F.-'.J:: I‘:‘;:"' SRS Unsure |Unsure |Unsure N Unsure |Unsure |Unsure N

10 | Detailed Unsure |Unsure |Unsure N Unsure |Unsure |Unsure M

1 B?;En:_a e W Unsure IUnsure Unsure M Unsure |Unsure IUnsure N

12 Unsure Unsure Il..ln:ure Unsure N Unsure |Unsure |Unsure M

12 [Unsure Unsure |l..|nsure Unsure N Unsure |Unsure |Unsure N

14 |Unsure Unsure |Unsure Unsure N Unsure |Umsure |Unsure N

15 |Unsure Unsure |Ul15ure Unsure N Unsure |Umsure |Unsure N

16 Unsure Unsure |l..ll15ure Unsure N Unsure |[Unsure |Ul15|.lre N

T Unsure Unsure IUHSLIFE' Unsure M Unsure Unsure IUHELIFE N

1B Unsure Unsure IUI'ISI.IFE Unsure L Unsure  |Unsurg IUI'ISI.IFEI M

15 UInsure Unsure IUHSUFE Unsure N Unsure |Unsure IU“SLIFE N

20 [Unsure Unsure IUI‘ISLIFE Unsurg N Unsurg |Unsure IUHELIF'E N -
1 S Bouwndary - what can go wrong Viewpaoint and artifacts Identify riskiest functions Fesources and groundrules severity Likelt ... [+

Select the “Identify riskiest functions” tab. Go to the first column and select which
viewpoint you plan to analyze. You may have more than one viewpoint so each
row can be used to identify the riskiest function by viewpoint.

If the use case is selected, for example, type the names of each use case in the
second column.



|dentify riskiest functions

A E iC O
Step S.identify riskiest functions
2 |The use case, interface, detailed, maintenance, vulnerability and usability FMEAS require pruning of scope for an effective SFMEA

mi
o
i
e
.
.

3 |For the selected viewpoint, identify the risk level of each use case, interface or function name and decide whether it will be in scope based on the final risk level.

4 Use Case Interface
Applicable ¥ T
viewpoints for this Mission Mission !
use case, interface Safety impact Development |interface Interface |Safety impact Development |In
:  or function Use Case jrating  rating  risk In scope? from To rating rating risk scopet? |l
& |Un5ure Mame of use cas here |Unsure | < isure |Unsure M Unsure |Unsure |Unsure M
7 Unsure Low .lure Unsure M Unsuré |(Unsura |UI‘|5|.IFE- M
& Unsure Medium sure |Unsure M Unsure |Unsure |Unsure N
4 |Unsure High rsure [Unsure M Unsure |Unsure |Unsure N
10 Unsure Unsure Il.lnsure Unsure M Unsure |Umsure |Unsure N
1 Unsure Unsure [Unsure |Unsure N Unsure |Umsure |Unsure M
12 Unsure Unsure |Unsure |Unsure M Unsure |Umsure |Unsure W
: | Unsure Unsure |Unsure Unsure N Unsure |Unsure |Unsure M
14 Unsure Unsure |I.Jn5ure Unsure N Unsure |Umsure |Unsure M
5 Unsure Unsure |Unsure Unsure N Unsure |Umsure |Unsure N
16 | Unsure Unsure |Unsure Unsure N Unsure |[Unsure |Unsure M
7 Unsure Unsure IUI‘ISLIFE Unsure N Unsure |Unsure IUI‘ISI.IFE M
18 Unsung Unsure IUI‘ISI.IFE Unsure M Unsure |Unsure IUHSI.IFE M
15 Unsure Unsure IUI‘ISLIFE Unsure M Unsure |Unsure IUI‘ISI.IFEI M
10 UnSung Unsure IUI‘ISUF!‘ Unsure M Unsure |Unsung IUI‘ISIJF'!' M -
1 . Bowndary - what can go wrong viewpaoint and artifacts Identify riskiest functions Resources and groundrules severty Likellt ... [+

For each use case select the appropriate safety and mission risk. The preliminary
hazards analysis may be used for this assessment. The development risk is an
indication of how stable/complex the particular use case is.



|dentify riskiest functions

Step S.dentify riskiest functions
2 |The use case, interface, detailed, maintenance, vulnerability and usability FMEASs require pruning of :

3 For the selected viewpoint, identify the risk level of each use case, interface or function name and de

4 Use Case
Applicable 1
viewpoints for this Mission
use case, interface Safety impact Development |Interfa
- or function Use Case rating  rating  risk In scope? from
& |Unsure Mame of use cas here |High Unsure |Unsure M T
7 Unsure Unsure |Unsure |Unsure wj_
£ Unsure Unsure |Unsure |Unsure
2 Unsure Unsure |Unsure (Unsure M
0 Unsure Unsure |Unsure (Unsure M
1 Unsure Unsure |Unsure (Unsure M
: Unsure Unsure |Unsure (Unsure M
¢ Unsure Unsure |Unsure |Unsure N
"4 Unsure Unsure |Unsure |Unsure N
> Unsure Unsure |Unsure |Unsure N
6 Unsure Unsure |Unsure |Unsure N
" Unsune Unsure |Unsure |[Unsure N
1E | Unsung Unsure |Unsure |[Unsure M
15 Unsung Unsure |Unsure |[Unsure M
20 |Unsure Unsure |Unsure |Unsure M
i B Boundary - what can go wrong Viewpomnt and artifacts Identify riskiest funchions

Once all use cases are assessed for risk, select which ones will be in scope for the analysis. This
decision is a group effort based on time and resources available.

The other viewpoints work similarly to the use case viewpoint. In the case of the interface
viewpoint, for example, the most risky interfaces are assessed.



|dentify resources

Step 6. Identify resources

Mame

Contact info

Estimated time f
person

%2

SFMEA Facilitator

Software or Firmware
Engineer

e | Lo

Software Architect

Software Requirements
Engineer

Software Manager

=l N LN

Software Testing

Domain Experts

L

Safety Engineers

10 Svstems Engineers

« L Viewpoint and artifacts

Identify riskiest functions Resources and groundrules

Select the “Resources and groundrules” tab
Identify who will be performing the SFMEA.

The SFMEA is not a “one person” analysis.

Ensure that there are appropriate subject matter experts for the selected viewpoints.

» All viewpoints require an analyst who understand software and software failure modes.

* The detailed, maintenance and vulnerability viewpoints require someone who is intimately
familiar with the software under analysis.



|dentify the ground rules

D
1 |Step 7. Identify groundrules
Extent the failure mode is
12 Issue propagated Our decision
Human error Decide whether or not to
include human errors in the
Functional SFMEAs. The
Usability SFMEA focuses on
the human error. However,
it's possible to include the
human aspect in the
13 Functional SFMEA also.
Chain of interfaces If an interface FMEA is
selected, how many interface
4+ v .| Viewpoint and artifacts Identify riskiest functions Resources and groundrules

 Scroll down to the “Ildentify groundrules” area

* Review the ground rules and make decisions for this SFMEA with regards to
consideration of

* human error (with human error be included?)
* interface chains (applicable only for interface viewpoint)

» Seasonality (particular times of day, week, month, year in which the software is
stressed differently than others)

* Network availability (maximum, typical?)
» Speed/throughput (maximum, normal?)

* These groundrules will be adhered to in the forthcoming analysis



|dentify severity and likelihood

F

G -

1 |Step 8. Identify the severity and likelihood ratings. The below are only examples. Use the severity and likelihood ratings defined by yo

Project specific
examples and criteria

PP =

2
3
14
15

2 Severity Likelihood

3 1 Catastrophic Likely

4 2 Critical Reasonably Probable
5 (3 Marginal Possible

6 |4 Minor Remote

75 Extremely unlikely

2 Define the Failure Definition Scoring Criteria

g

List specific examples of each severity level. The examples should cover the entire range of possible outcomes or hazards.
10 |The examples should be as specific as possible for the software and product under analysis. Avoid general hazards and focus on the spe
Severity

1;|_

17 |Define thresholds for mitigation. Adjust the color coding below to meet the needs of the project. This below is only an example.

15 |Likely Minor Marginal Critical Catastrophic
Reasonably

1% Probable

20 |Possible High High Extreme Extreme

21 Remote Moderate High High Extreme
i b Viewpoint and artifacts Identify riskiest functions Resources and groundrules

Severity Likelihood

. ®

* |dentifying the severity and likelihood ratings (as military or other standards) is
the easy part

* Identifying concrete and specific definitions of each is the difficult part

* The FDSC (Failure Definition Scoring Criteria) is a great way to assign program
specific events to the severity levels. Identifying these up front can minimize
time spent later in the analysis.



Step 3. Analyze failure modes
and root causes

The toolkit comes with hundreds of software failure modes and root causes
These videos illustrate the failure modes analysis worksheets
http://www.softrel.com/images/worksheets3.mp4
http://www.softrel.com/images/failuremodes4.mp4
http://www.softrel.com/images/failuremodes5.mp4



http://www.softrel.com/images/worksheets3.mp4
http://www.softrel.com/images/failuremodes4.mp4
http://www.softrel.com/images/failuremodes4.mp4

Analyze failure modes and root causes

* These are the viewpoints which each have unique failure modes and root
causes as well as unique templates to support the viewpoint under analysis

* Functional

* System of system

* Use case

* Use case steps
Functional SRS
Interface
Detailed/Vulnerability
Maintenance
Usability
 Serviceability
* Vulnerability
* Production

* For each viewpoint the toolkit provides

* A worksheet to add in project specific root causes in addition to the pre-populated
root causes

e A SFMEA worksheet

* Use only the worksheets for the viewpoints selected in the preparation
phase



Functional SOS or overall use case viewpoint

A B & D E F G -

5 Template for faillure modes that span atross use cases
List all List
subsystemns |component
or elements |names
covered by |cowered by
the use use cazes  |Listall uze Listing of faulty functionality span
6 |cases here cases here Faulty functionality overall multiple use cases

T Expand each failure mode [by copy and paste) as illustrated here with faulty functionality. . Don't expand root auses that ar

Faulty processimg awerall

Faulty timing overall
g Faulty sequencing overall e uze cazes conflict with each ather
g Faulty errar handling overall Missing functions altogether
Faulty state management overall htures that should be automated are
Other Tailure modes spanning 30ross Wse @ses
10 mﬂﬂ&!‘mﬂg— not {in any case use)
1
Listing of faulty processing span
12 Faulty processing owerall multiple use cases
Listimg of faulty timing root causes
13 Faulty timing overall span multiple use cases
Listing of faulty sequence root causes
14 Faulty seguencing cverall span multiple use cases
Listing of faulty error handling causes -
Lr . - L 1 ip =1

1« ¢ .. Resowrces and groundrules Severity Likelihood FM S05 or overall use cases Overall use cases SFMEA | FM Use case S

ReaDY 23

Go to the “Overall use cases SFMEA” worksheet. The templates are prepopulated for failure modes that
span across use cases or SOS. You can copy and paste the failure mode rows as well as delete them.

There is a pulldown menu for the failure modes and the root causes.
You can also not use the template at all and insert a free form row.

The “overall use cases SFMEA” has 4 templates for 1) failure modes that span all use cases 2) common
functions 3) common messages and 4) user related failure modes



Functional System of System (overall use cases)
B C
These failure

mode root
causes are in

scope for

El Functional Viewpoint this SFMEA
Listing of failure modes that span multiple use cases or multiple

el elements

L3 [Listi : tionali " i Applicability

8

% |Enter another functionality root cause here Possibly

12 |Enter another processing root cause here Possibly

13 |Enter another processing root cause here Possibly
Listing of faulty timing root causes span multiple use cases

16 |Enter another timing related root cause here Possibly

17 |Enter another timing related root cause here Possibly
Listing of faulty sequence root causes span multiple use cases

20 |Enter another sequencing related root cause here Possibly

21 |Enter another sequencing related root cause here Possibly

22 Enter another sequencing related root cause here Possibly

Listing of faulty error handling causes that span across use cases
32 Enter another error handling related root cause here Possibly
Enter another error handling related root cause here

Go to the “FM SOS or overall use cases” worksheet. Add any known project specific root
causes that apply to the entire system of system or all use cases. They will be added to
the pre-populated pull down menus for this viewpoint.



Functional SOS or overall use case viewpoint

A B

> Template for failure modes that span scross use cases
List all List
subsysterns |component
or elements |names
covered by  [covered by
the use use cases  |Listall use Listing of faulty functionality span
6 |cases here cases here Faulty sequencing overall multiple use cases

7 | Expand each failure mode [by copy and paste) as illustrated here with faulty functionality, Delete failure modes that don’™t appy to the

The use cases conflict with sach other
Missing functions altogether

] Faulty functionslity oversll Features that should be automated are not |
] Faulty functionality overall Enter anather fundionality root cause here
Eriter anather funcionality reot cause here

10 Faulty functionality overall not |in any case use)

Listing of faulty processing span

12 Faulty processing owerall rrultiple use cases
Listimg of faulty timing root causes
13 Faulty timing gveral| span multiple use cases
Listing of faulty sequence root causes
14 Faulty sequencing overall span multiple use cases

Listing of faulty error handling causes

ir . L 1 ir 1

1« ¢ .. Resources and groundrules Severity Likelihood FM 505 or overall use cases

FM Use case | e .. (¥)

Overall use cases SFMEA

The root causes for that failure mode are selected from a pull down menu. Any specific
root causes that you entered will be displayed.

The root causes are synchronized with a particular failure mode.

So, copy and paste the rows for each failure mode to keep the failure modes and root
causes in sync.



Worksheet capabilities

* Modify the text in the template headings
* Add or delete columns
e Add rows that don’t have pull-down menus for free form analysis

* Tailor the list of root causes in the pull down menus (by modifying
the FM (failure modes) worksheet associated with the viewpoint

* If you decide to create a company specific template, you can use that
to copy and paste new worksheets.

* You can create as many worksheets as you want as long as they are
saved in the c:/SWFT folder

* The worksheet templates can be emailed to other users who have a
SFMEA license

* For users who do not have a license, you can print your worksheets
and email.

* The “save as” feature is disabled. However, you can copy and paste
the templates using the file explorer copy and paste commands.



Other viewpoint worksheets
* The other viewpoints work similarly to the Functional Overall Use Case SFMEA

* The failure mode worksheets and corresponding SFMEA worksheets are shown
below for each viewpoint

Functional - System of System Overall FM SOS or Overall Use Cases Overall Use Cases
Use Cases

Functional — Use Case FM Use Case Use Case SFMEA
Functional — Use Case Steps FM Use Case Steps Use Case Steps SFMEA
Functional SRS — Software FM SRS SRS SFMEA
Requirements Specification

Interface Design FM Interface Interface SFMEA
Detailed Design FM DetVuln Detailed SFMEA
Vulnerability

Maintenance Maintenance SFMEA
Usability FM Usability Usability SFMEA
Serviceability (installation scripts, FM Serviceability Serviceability SFMEA
update)

Production (Process) FM Production Production



Step 4. ldentify Consequences

Identify the effects on the software and the system and any preventive measures

This video illustrates the consequences and mitigations

http://www.softrel.com/images/consequencesmitigation7.mp4
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Once the failure modes and root causes are analyzed, scroll to the right to analyze the
effects on the software (local) and system. If there are any measures to prevent the failure
mode, identify.

Tip: It’s usually best to analyze all of the effects and preventive measures first and then
analyze the severity and likelihood in one last pass.

The Risk Probability Number (RPN) is automatically calculated.



Step 5. ldentify Mitigations

Identify corrective actions, compensating provisions and revised RPN
This video illustrates the consequences and mitigations

http://www.softrel.com/images/consequencesmitigation7.mp4
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Once the consequences are identified, scroll to the right to analyze the corrective actions.
If there are compensating provisions then identify those. Re-assess the severity and
likelihood once the corrective actions are approved.

Corrective actions include but aren’t limited to changing the requirements, design, code,
test plan, user manual, installation guide, use case, etc.



